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1
CREATING FEDERATED CUSTOMER
IDENTIFIERS TO POSITIVELY IDENTIFY
CUSTOMERS INTERFACING WITH A
BUSINESS ACROSS ACCESS PLATFORMS

FIELD

In general embodiments herein disclosed relate to com-
puter data processing and, more specifically automated
means for positively identifying customers interfacing with a
business across multiple platforms.

BACKGROUND

Many business entities, such as financial institutions or the
like, implement a multitude of business platforms and each of
the business platforms may require that a customer log-in as
ameans of identifying themselves as an authorized user of the
business platform. However, in many instances the business
platforms are configured to allow the customer to identify
themselves using platform-specific customer identifiers. For
example, in the financial institution scenario, a customer may
log-in with a social security number for an interactive voice
response (IVR) platform, and the same customer may log-in
to an online banking platform using an online banking iden-
tifier (e.g., user name or the like). Moreover, the same cus-
tomer may have many other identifiers specific to the plat-
forms they interface with.

The use of multiple customer identifiers becomes problem-
atic when trying to determine if a customer interfacing with
one platform using one identifier is the same customer access-
ing another platform using another identifier. Such a need to
determine customer identity, and moreover determine iden-
tity positively, meaning without reasonable doubt, is espe-
cially relevant in financial institution, which track/monitor
customer activity as a means of uncovering suspicious activ-
ity. However, if the customer tracking/monitoring system is
unable to determine that a customer interfacing with one
platform is the same customer interfacing with another plat-
form, the resulting monitoring results will invariably be
incomplete and inaccurate.

In current practice, much manual intervention is needed to
positively identify that a customer interfacing with one plat-
form using a first identifier is the same customer that is inter-
facing with a second platform using a second identifier. This
is because the customer data tied to the platform-defined
customer identifier (i.e., data stored in the customer’s system
of record (SOR) associated with that particular platform) is
typically incomplete, outdated, inaccurate and/or otherwise
not prone to correlation due to system configurations, data
field lengths and the like. As such, analysts must painstak-
ingly analyze data within different system of records before a
customer can be positively identified as the same customer
interfacing with two separate platforms using separate plat-
form-specific customer identifiers.

Therefore, a need exists to create an automated system for
positively identifying that a customer interfacing with one
platform via a platform-specific customer identifier is the
same customer that interfaces with another platform using
another application-specific identifier. Based on such a deter-
mination a world-wide customer federated identifier may be
automatically generated. The federated identifier may be
applied to all of the platforms across the enterprise, so as to
positively identify the customer regardless of the identifier
they use for interfacing with any platform associated with the
business entity.
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2
SUMMARY

The following presents a simplified summary of one or
more embodiments in order to provide a basic understanding
of'such embodiments. This summary is not an extensive over-
view of all contemplated embodiments, and is intended to
neither identify key or critical elements of all embodiments
nor delineate the scope of any or all embodiments. Its sole
purpose is to present some concepts of one or more embodi-
ments in a simplified form as a prelude to the more detailed
description that is presented later.

Methods, apparatus, systems and computer program prod-
ucts are described herein that provide for positively identify-
ing a customer having multiple platform-specific identifiers
for interfacing with multiple platforms within a business
entity. Once a determination is made that a customer is the
same customer interfacing with separate platforms a feder-
ated identifier may be generated for the customer and applied
across most, if not all, of the other existing platforms within
the entity. The federated identifier/key provides for the cus-
tomer to be positively identified regardless of which identifier
they use to interface with a platform. As such, the present
invention eliminates the need for an analyst to manually
determine if a customer interfacing with one platform using a
platform-specific customer identifier is, in fact, the same cus-
tomer accessing another platform using another platform-
specific customer identifier.

A method for positively identifying customers accessing a
business through multiple business platform applications
using different customer identifiers, defines first embodi-
ments ofthe invention. The method includes determining that
a customer interfacing with a first business platform applica-
tion using a first platform-specific customer identifier is a
same customer as a customer interfacing with a second busi-
ness platform application when using a second different plat-
form-specific customer identifier. The method further
includes generating a different and unique federated identifier
for the customer based on the determination that the customer
interfacing with the first business platform application is the
same customer interfacing with the second business platform
application and storing the federated identifier for the cus-
tomer in a plurality of systems of record. Each system of
record is associated with the customer and a business plat-
form application provided by the business.

In specific embodiments the method additionally includes
collecting customer activity data from a plurality of business
interface platforms. Each customer activity datum indicates
that a customer has conducted an activity with one of a plu-
rality of business platform applications and includes a plat-
form-specific customer identifier associated with the cus-
tomer and used to conduct the activity. In such embodiments
of the method, the platform-specific customer identifiers in
the customer activity data may form the basis for determining
that the customer interfacing with the first business platform
application is the same customer interfacing with the second
business platform application.

In other specific embodiments of the method, determining
further includes identifying linking data that links the first
platform-specific customer identifier and the second plat-
form-specific customer identifier and accessing one or more
systems of record associated with business platform applica-
tions based on the linking data to determine that that the
customer interfacing with the first business platform applica-
tion is the same customer interfacing with the second business
platform application.

In still further specific embodiments of the method, deter-
mining further includes accessing both a first and second
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system of record associated, respectively, with the first and
second business platform applications based on the first and
second platform-specific customer identifiers. The first sys-
tem of record includes first data items associated with the
customer and the second system of record includes second
data items associated with the customer. In addition, identi-
fying one or more data item matches between the first data
items in the first system of record and the second data items in
the second system of record, wherein data item matches
include same or similar data. In such embodiments the
method further includes applying a weighting factor to each
of'the one or more data item matches. The weighting factor is
based on similarity of the data and a significance that the data
item match may indicate that the customer interfacing with
the first business platform application is the same customer
interfacing with the second business platform application.
Further, such embodiments of the method may include cal-
culating the weighted one or more data item matches and
comparing a calculated total for the weighted one or more
data item matches to a predetermined threshold to determine
if the customer interfacing with the first business platform
application is the same customer interfacing with the second
business platform application.

In other alternate embodiments the method includes imple-
menting the federated identifier to access the plurality of
systems of record to determine a plurality of platform-spe-
cific customer identifiers associated with the customer. In
such embodiments the method may further include identify-
ing business associates that have previously interfaced with
the customer or accounts associated with the customer based
on the determined plurality of platform-specific customer
identifiers.

An apparatus for positively identifying customers access-
ing a business through multiple business platform applica-
tions using different customer identifiers, provides for second
embodiments of the invention. The apparatus includes a com-
puting platform including one or more processors and a
memory in communication with the processor. The apparatus
further includes a customer federation module stored in the
memory and executable by at least one of the processors. The
customer federation module is configured to determine that a
customer interfacing with a first business platform applica-
tion using a first platform-specific customer identifier is the
same customer as a customer interfacing with a second busi-
ness platform application when using a second different plat-
form-specific customer identifier and, based on the determi-
nation, generate a different and unique federated identifier for
the customer. Further, the apparatus includes a plurality of
systems of record stored in the memory, such that each system
of record is associated with the customer and with a business
platform application provided by the business and configured
to receive and store the federated identifier.

In specific embodiments the apparatus further includes an
activity monitoring module stored in the memory, executable
by the processor and configured to monitor and collect cus-
tomer activity data from a plurality of business platform
applications. Each customer activity datum indicates that a
customer has conducted an activity with one of a plurality of
business platform applications and includes a platform-spe-
cific customer identifier associated with the customer and
used to conduct the activity. In such embodiments of the
apparatus, the customer activity data collected by the activity
monitoring module may be the impetus for determining that
the customer interfacing with the first business platform
application is the same customer interfacing with the second
business platform application.
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In other specific embodiments of the apparatus the cus-
tomer federation module is further configured to identify
linking data that links the first platform-specific customer
identifier and the second platform-specific customer identi-
fier. In addition, the module is configured to access one or
more systems of record associated with business platform
applications based on the linking data to determine that that
the customer interfacing with the first business platform
application is the same customer interfacing with the second
business platform application.

In still further specific embodiments of the apparatus, the
customer federation module is further configured to access a
first and second system of record associated, respectively,
with the first and second business platform applications based
on the first and second platform-specific identifiers. The first
system of record includes first data items associated with the
customer and the second system of record includes second
data items associated with the customer. The module is fur-
ther configured to identify one or more data item matches
between the first data items in the first system of record and
the second data items in the second system of record, such that
data item matches include same or similar data. In such
embodiments of the apparatus, the customer federation mod-
ule may be further configured to apply a weighting factor to
each of the one or more data item matches. The weighting
factor is based on similarity of the data and a significance that
the data item match may indicate that the customer interfac-
ing with the first business platform application is the same
customer interfacing with the second business platform appli-
cation. Further, the customer federation module is further
configured to calculate the weighted one or more data item
matches and compare a calculated total for the weighted one
or more data item matches to a predetermined threshold to
determine if the customer interfacing with the first business
platform application is the same customer interfacing with
the second business platform application.

In still further specific embodiments the apparatus includes
an associate-customer connection module stored in the
memory, executable by the processor and configured to
implement the federated identifier to access the plurality of
systems of record to determine a plurality of platform-spe-
cific customer identifiers associated with the customer. In
addition, the associate-customer connection module is fur-
ther configured to identify business associates that have pre-
viously interfaced with the customer or accounts associated
with the customer based on the determined plurality of plat-
form-specific customer identifiers.

A computer program product including a non-transitory
computer-readable medium, defines third embodiments of
the invention. The computer-readable medium includes a first
set of codes for causing a computer to determine that a cus-
tomer interfacing with a first business platform application
using a first platform-specific customer identifier is the same
customer as a customer interfacing with a second business
platform application when using a second difterent platform-
specific customer identifier. The computer program product
additionally includes a second set of codes for causing a
computer to generate a different and unique federated iden-
tifier for the customer based on the determination that the
customer interfacing with the first business platform applica-
tion is the same customer interfacing with the second business
platform application. In addition, the computer program
product includes a third set of codes for causing a computer to
store the federated identifier for the customer in a plurality of
systems of record, wherein each system of record is associ-
ated with the customer and a business platform application
provided by the business.
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Thus, embodiments of the invention are described in
greater detail below that provide for positively determining
that a customer interfacing with one business platform appli-
cation using a platform-specific customer identifier is the
same customer that is interfacing with another business plat-
form application using another platform-specific customer
identifier. Once the positive determination of same customer
is made, a federated identifier key is generated and applied to
all of the platforms in which the customer can be positively
identified, so as to globally identify the customer across mul-
tiple enterprise-wide platforms. As such, the present inven-
tion eliminates the labor-intensive need to manually analyze
customer data to determine if a customer interfacing with one
platform is the same customer interfacing with another plat-
form.

To the accomplishment of the foregoing and related ends,
the one or more embodiments comprise the features herein-
after fully described and particularly pointed out in the
claims. The following description and the annexed drawings
set forth in detail certain illustrative features of the one or
more embodiments. These features are indicative, however,
of but a few of the various ways in which the principles of
various embodiments may be employed, and this description
is intended to include all such embodiments and their equiva-
lents.

BRIEF DESCRIPTION OF THE DRAWINGS

Having thus described embodiments of the invention in
general terms, reference will now be made to the accompa-
nying drawings, which are not necessarily drawn to scale, and
wherein:

FIG. 1 is a block diagram of a system for positive identifi-
cation of a customer in an activity monitoring system, in
accordance with embodiments of the present invention;

FIG. 2 is a method for positively identifying a customer
interfacing with different business platform applications with
different customer identifiers, in accordance with embodi-
ments of the present invention;

FIG. 3 is a method for generating federated customer iden-
tifiers, in accordance with embodiments of the present inven-
tion;

FIG. 4 is a method for determining that a customer inter-
facing with a first business platform application with a first
platform-specific customer identifier is the same customer
interfacing with a second business platform application with
a second platform-specific customer identifier, in accordance
with embodiments of the present invention;

FIG. 5 is schematic block diagram that illustrates architec-
ture of a system for monitoring application-related and/or
platform-related activity in a distributed computing network,
in accordance with embodiments of the present invention;
and

FIG. 6 is a schematic diagram showing general operation
of a system for monitoring application-related activity in a
distributed computing network, in accordance with embodi-
ments of the present invention.

DETAILED DESCRIPTION OF EMBODIMENTS
OF THE INVENTION

Embodiments of the present invention will now be
described more fully hereinafter with reference to the accom-
panying drawings, in which some, but not all, embodiments
of the invention are shown. Indeed, the invention may be
embodied in many different forms and should not be con-
strued as limited to the embodiments set forth herein; rather,
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these embodiments are provided so that this disclosure will
satisfy applicable legal requirements. In the following
description, for purposes of explanation, numerous specific
details are set forth in order to provide a thorough understand-
ing of one or more embodiments. It may be evident; however,
that such embodiment(s) may be practiced without these spe-
cific details. Like numbers refer to like elements throughout.

Various embodiments or features will be presented in terms
of systems that may include a number of devices, compo-
nents, modules, and the like. It is to be understood and appre-
ciated that the various systems may include additional
devices, components, modules, etc. and/or may not include
all of the devices, components, modules etc. discussed in
connection with the figures. A combination of these
approaches may also be used.

The steps and/or actions of a method or algorithm
described in connection with the embodiments disclosed
herein may be embodied directly in hardware, in a software
module executed by a processor, or in a combination of the
two. A software module may reside in RAM memory, flash
memory, ROM memory, EPROM memory, EEPROM
memory, registers, a hard disk, a removable disk, a CD-ROM,
or any other form of storage medium known in the art. An
exemplary storage medium may be coupled to the processor,
such that the processor can read information from, and write
information to, the storage medium. In the alternative, the
storage medium may be integral to the processor. Further, in
some embodiments, the processor and the storage medium
may reside in an Application Specific Integrated Circuit
(ASIC). In the alternative, the processor and the storage
medium may reside as discrete components in a computing
device. Additionally, in some embodiments, the events and/or
actions of a method or algorithm may reside as one or any
combination or set of codes and/or instructions on a machine-
readable medium and/or computer-readable medium, which
may be incorporated into a computer program product.

In one or more embodiments, the functions described may
be implemented in hardware, software, firmware, or any com-
bination thereof. If implemented in software, the functions
may be stored or transmitted as one or more instructions or
code on a computer-readable medium. Computer-readable
media includes both computer storage media and communi-
cation media including any medium that facilitates transfer of
a computer program from one place to another. A storage
medium may be any available media that can be accessed by
a computer. By way of example, and not limitation, such
computer-readable media can comprise RAM, ROM,
EEPROM, CD-ROM or other optical disk storage, magnetic
disk storage or other magnetic storage devices, or any other
medium that can be used to carry or store desired program
code in the form ofinstructions or data structures, and that can
be accessed by a computer. Also, any connection may be
termed a computer-readable medium. For example, if soft-
ware is transmitted from a website, server, or other remote
source using a coaxial cable, fiber optic cable, twisted pair,
digital subscriber line (DSL), or wireless technologies such as
infrared, radio, and microwave, then the coaxial cable, fiber
optic cable, twisted pair, DSL, or wireless technologies such
as infrared, radio, and microwave are included in the defini-
tion of medium. “Disk™ and “disc”, as used herein, include
compact disc (CD), laser disc, optical disc, digital versatile
disc (DVD), floppy disk and blu-ray disc where disks usually
reproduce data magnetically, while discs usually reproduce
data optically with lasers. Combinations of the above should
also be included within the scope of computer-readable
media.
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Thus, methods, apparatus, systems, and computer program
products are described herein that provide for positively iden-
tifying a customer that interfaces with a business platform
application using an platform-specific identifier and inter-
faces with another platform using another platform-specific
customer identifier. Based on the same customer determina-
tion a federated customer identifier is generated and is applied
to all other platforms in which the customer can be positively
identified. The federated identifier/key provides for the cus-
tomer to be positively identified regardless of which identifier
they use to access a platform. As such, the present invention
eliminates the need for an analyst to manually determine if a
customer interfacing with one platform using a platform-
specific customer identifier is, in fact, the same customer
interfacing with another platform using another platform-
specific customer identifier.

Referring to FIG. 1, a system 100 is depicted for customer
identity federation within a business entity, in accordance
with embodiment of the present invention. A customer 102
interfaces with various business platform applications via
various computing devices, such as workstation 104, mobile
device 105 and the like. The business platform applications
may include first business platform application 106, second
business platform application 108 and third business platform
application 110. Each of the business platform applications
requires input of a customer identifier (e.g., user ID) to
authenticate the customer 102 and provide the customer
access to the platform. Thus, first business platform applica-
tion 106 is in communication with authentication store 112
which stores first platform-specific customer identifier 113,
second business platform application 108 is in communica-
tion with authentication store 114 which stores second plat-
form-specific customer identifier 115 and third business plat-
form application 108 1is in communication with
authentication store 116 which stores third platform-specific
customer identifier 117.

According to embodiments of the present invention the
customer identifiers may be specific or otherwise tied to the
business platform application, such that the customer 102
may have many different customer identifiers which provide
access to one or more associated business platform applica-
tions. For example, in a financial institution scenario, the first
business platform application 106 may be an online banking
platform application and the associated customer identifier
117 may be a unique online banking identifier. The second
business platform application 108 may be an Interactive
Voice Response (IVR) platform application and the associ-
ated customer identifier 112 may be at least a portion of a
social security number, while the third business platform
application 110 may be a human interaction call center plat-
form and the associated customer identifier 115 may be an
account number. The use of different customer identifiers
within a business entity is typically due to many factors, such
as the size of the enterprise, the number and variance in
configuration of the business platform applications existing
in the business entity, legacy platform applications acquired
through mergers/acquisitions and the like.

System 100 may additionally include activity monitoring
system 118, which is configured to monitor customer activity
as it pertains to the various business platform applications.
Monitoring of customer activity may be necessary to track the
activities which a customer participates in and identify any
activities which may be considered suspicious. An exemplary
activity monitoring system 118 is described in more detail in
relation to FIGS. 5 and 6. Activity monitoring system 118
may include customer federation module 120 which is con-
figured to determine that a customer accessing a business
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platform application with a first platform-specific customer
identifier is, in fact, the same customer that is accessing the
business platform application with a second platform-specific
customer identifier and generate a corresponding federated
customer identifier 130 that is capable of positively identify-
ing the customer across most, and in some embodiments all,
of the business platform applications implemented by the
business entity. While the customer federation module 120 is
shown and described as being included within the activity
monitoring system it should be noted that the customer fed-
eration module 120 may exist as a stand-alone module and be
implemented in any instances in which a need exists to deter-
mine that a customer accessing a business domain application
with a first platform-specific customer identifier is, in fact, the
same customer that is accessing the business platform appli-
cation with a second platform-specific customer identifier
and generate a corresponding federated customer identifier.

In specific embodiments of the system 100 the activity
monitoring system 118 collects activity-related data from the
business applications, such as first, second and third business
platform applications 106, 108 and 110 and the like. The
customer federation module 120 may be configured to map
the activity-related data for a given business platform appli-
cation to determine the associated platform-specific customer
identifier. The customer federation module 120 may further
be configured to identify and isolate the platform-specific
identifier(s). Once the platform-specific identifier has been
identified, the customer federation module 120 may be con-
figured to perform the lookup of the on the SORs, such as
system of record (SOR) 124 associated with first business
platform application 106, system of record (SOR) 126 asso-
ciated with second business platform application 108 and
system of record (SOR) 128 associated with third business
platform application 110. In specific embodiments, the cus-
tomer federation module 120 may determine the SOR(s) and
sequence of lookups by accessing the optional lookup table
122.

Once the SOR(s) have been determined, the customer fed-
eration module 120 may further be configured to perform a
sequence of lookups on the SORs. Further, the customer
federation module 120 may be configured based on the
lookup and algorithmic and/or heuristic computation to posi-
tively determine that the a customer interfacing with a busi-
ness platform application with a first platform-specific cus-
tomer identifier is, in fact, the same customer that is
interfacing with the business platform application with a sec-
ond platform-specific customer identifier. Once the determi-
nation of same customer has been made, a federated customer
identifier 130 may be generated and applied (i.e., stored) to
the various SORs associated with the customer and the busi-
ness platform applications in which the customer has inter-
faced with or is otherwise authorized to interface with. In
specific embodiments of the invention, the federated cus-
tomer identifier 130 may be applied to all of the SORs asso-
ciated with the customer and all of the business platform
applications implemented by the business entity. In this
regard, the federated customer identifier 130 serves as a uni-
versal identifier that can positively identify a customer across
a global enterprise.

Referring to FIG. 2, a flow diagram of a method 200 for
positively identifying customers interfacing with multiple
business platform applications associated with a business
entity using different customer identifiers, in accordance with
embodiments of the present invention. At Event 202, a deter-
mination is made by a computing device processor that a
customer interfacing with a first business platform applica-
tion using a first platform-specific customer identifier is the
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same customer as a customer interfacing with a second busi-
ness platform application using a second platform-specific
customer identifier. For example, in the financial institution
scenario, the customer may interface with an online banking
platform using an online banking identifier and interface with
an Interactive Voice Response (IVR) using a social security
number.

The actual positive identification that a customer interfac-
ing with a first business platform application using a first
platform-specific customer identifier is the same customer as
a customer interfacing with a second business platform appli-
cation using a second platform-specific customer identifier
may occur using any combination of algorithmic or heuristic
computations. In one specific example, linking data is iden-
tified that links the first platform-specific customer identifier
and the second platform-specific customer identifier. The
linking data may be identified in the systems of record (SORs)
of the first and second business platform applications, in a
lookup table or elsewhere. Based on the linking data, one or
more other systems of record (SORs) associated with other
business platform applications are identified to positively
identify the customer across the various business platforms
applications implemented by the business entity.

In another specific example, the systems of record (SORs)
associated with the first and second business platform appli-
cations are accessed based on the associated first and second
application-specific customer identifiers. Data matches are
identified between the data items in the first system of record
and the data items in the second system of record. The data
matches may include the same or similar data. For example,
an address or telephone number with one different numeral or
the like. Once the data matches have been determined, a
weighting factor may be applied to the data item matches,
such that the weighting factor applied to a data match is based
on the degree of similarity of the data and a significance that
that the data item match may indicate that the customer inter-
facing with the first business platform application is the same
customer interfacing with the second business platform appli-
cation. The weighted data matches are subsequently totaled
and compared to a predetermined threshold value to deter-
mine if the customer interfacing with the first business plat-
form application is the same customer interfacing with the
second business platform application.

At Event 204 a federated customer identifier is generated
for the customer based on the determination that the customer
interfacing with the first business platform application is the
same customer accessing the second business platform appli-
cation. At Event 206 the federated customer identifier is
stored in most, and in some instances all, of the systems of
records associated with the customer and the various business
platform applications implemented by the business entity. It
should be noted that application of the federated customer
identifier to the various systems of record (i.e., storing the
identifier in the various systems of record (SORs)) requires
that a determination be made that the customer is the same
customer in each of the systems of record. Such a determina-
tion may occur prior to generating the federated customer
identifier or, in alternate embodiments, after the federated
customer identifier has been generated.

In optional embodiments the method may include collect-
ing application activity data from a plurality of business
applications. Each application activity datum indicates that a
customer has interfaced with one of a plurality of business
platform applications and may include a platform-specific
customer identifier used by the customer in gaining access to
the business platform application. In such embodiments of
the method, the platform-specific customer identifiers in the
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application activity data may be the impetus (i.e., forms a
basis) for determining that the customer interfacing with the
first business platform application is the same customer inter-
facing with the second business platform application.

In still other optional embodiments the method may
include implementing the federated customer identifier to
access the plurality of systems of record to determine a plu-
rality of platform-specific customer identifiers associated
with the customer and identifying business associates that
have previously interfaced with the customer or accounts
associated with the customer based on the determined plural-
ity of platform-specific customer identifiers.

Turning the reader’s attention to FIG. 3, a flow diagram is
presented of a method 300 for a method for generating fed-
erated customer identifiers, in accordance with embodiments
if the present invention. At Event 302, activity data is col-
lected from a plurality of business platform applications and,
at Event 304, the activity data is mapped to determine the
platform-specific customer identifier pertaining to the activ-
ity event.

At Event 306, once the platform-specific customer identi-
fier has been identified and isolated, lookup of the customer
identifier is performed on the corresponding system of record
(SOR).

At Event 308, algorithmic and/or heuristic computations
are performed to determine that the customer interfacing with
one business platform application using a first platform iden-
tifier is, in fact, the same customer interfacing with another
business platform application using a second customer iden-
tifier. In addition, determinations are made that the customer
is the same customer in most, if not all, of the other business
platform applications being monitored (i.e., from which
activity data is collected). Once the determinations have been
made, a federated customer identifier, otherwise referred to as
a federated customer key, is generated for the customer.

At Event 312, the federated customer key is stored in most,
and in some instances all, of the systems of record (SORs) that
are associated with the customer and relate to business plat-
form applications implemented by the business entity.

Referring to F1G. 4, a flow diagram is depicted of a method
400 generating a federated customer identifier, in accordance
with embodiments of the present invention. At Event 402,
information is collected from a plurality of systems of record,
each system of record being associated with the customer and
related to a business platform application. At Event 404, data
matches are determined for same or similar data in the sys-
tems of record. Heuristics may be implemented to determine
data matches for data that is similar but not the same.

At Event 406, each data match is weighted based on the
similarity of the data comprising the match and the impor-
tance of the data in determining that the customer is the same
customer. For example, a social security match would be
highly significant in terms of positively identifying a cus-
tomer, while an address or phone number may be less signifi-
cant in terms of positively identifying a customer.

At Event 408, a total is calculated for the weighted data
matches and, at Event 410, the weighted total of the data
matches is compared to a predetermined threshold. If the
weighted total meets or exceeds the threshold the customer is
deemed to be the same customer that interfaced with one
business platform application using a first customer identifier
and interfaced with another business platform application
using second customer identifier. At Event 412, based on the
weighted total meeting or exceeding the predetermined
threshold, a federated identifier/key is generated for the cus-
tomer.
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FIG. 5 is a schematic block diagram that illustrates archi-
tecture of a system 500 according to an exemplary embodi-
ment of the present invention for monitoring application-
related and/or platform-related activity in a distributed
computing network. For example, employees/associates can
perform application-related activities, such as accessing
secure data using a Web interface via server 502. Other
employees/associates can perform application-related activi-
ties, such as accessing secure data via a mainframe 504. For
example, in the financial institution example, an associate/
employee or the like can access an application to request loan
history information via a mainframe 504. On the other hand,
an associate/employee or the like can perform an application-
related activity using a server 502, for example, using a Web
site or any software application interacting with the server
502 accessing secure data. Thus, the application being
executed at server 502 and/or mainframe 504 are monitored
by activity monitoring module 118 through services such as
Message Queuing (MQ), File Transfer Protocol (FTP), Web
Services (W/S), file or the like, interacting with the activity
monitoring staging database 530. The activity monitoring
module 118 is configured to, among other functions, receive
monitored activity data, parse the content of the data, apply
business rules to the data, calculate hash values, and insert
data into activity monitoring staging database 530, where the
data may be persisted to disk at any step in case of system
failure.

In accordance with the present invention each application
may require that the associate/employee use an identifier,
such as a user ID or the like to gain access to the application.
Each of the applications may require that the associate enter
an application-specific identifier, the application-specific
identifier may be defined by the associate at the initial access
or the application may be preconfigured to accept a specified
associate identifier (e.g., employee number or the like). It
should be noted that while the associate identifiers are
deemed to be application-specific, the same associate identi-
fier may apply to more than one domain/application. For
example, in the financial institution example, an associate
may use a condensed form of their name as the associate
identifier to access both applications in the credit card and/or
loan/mortgage domains.

In another example, customers can perform platform-re-
lated activities, such as performing online banking activities
Web interface via server 502. Other employees/associates can
perform platform-related activities, such interfacing with
data via a mainframe 404. For example, in the financial insti-
tution example, a customer can access an application to
request loan history information via a mainframe 504. Thus,
the platform being accessed through server 502 and/or main-
frame 504 are monitored by activity monitoring module 118
through services such as Message Queuing (MQ), File Trans-
fer Protocol (FTP), Web Services (W/S), file or the like,
interacting with the activity monitoring staging database 530.
The activity monitoring module 118 is configured to, among
other functions, receive monitored activity data, parse the
content of the data, apply business rules to the data, calculate
hash values, and insert data into activity monitoring staging
database 530, where the data is persisted to disk.

In accordance with the present invention each platform
may require that the customer use an identifier, such as a user
ID or the like to gain access or interface with the platform.
Each of the platforms requires that the customer enter a plat-
form-specific identifier. The platform-specific identifier may
be defined by the customer at the initial interface with the
platform or the platform may be preconfigured to accept a
specified customer identifier. It should be noted that while the
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customer identifiers are deemed to be platform-specific the
same customer identifier may apply to more than one plat-
form. For example, in the financial institution example, a
customer may use their social security number as their cus-
tomer identifier to interface with an Interactive Voice
Response (IVR) platform, an online banking identifier as
their customer identifier to interface with the online banking
platform and the like.

Thereafter, data from the activity monitoring staging data-
base 530 is processed and transferred to the activity monitor-
ing reporting databases 532. The processing and transfer may
include detecting for duplication processing 506 where dupli-
cative information is flagged or deleted, and correlation 508
of rules for activities based upon events (using, for example,
a correlation engine 510). According to exemplary imple-
mentations, additional processing can be performed upon
storing in the activity monitoring reporting databases 532,
including, but not limited to, determining activity outliers,
statistical calculations for standard deviation and standard
error 511 and providing reports 512 for application and busi-
ness units 514, wherein detail access information is stored
516, information is aggregated into an OLAP (OnLine Ana-
Iytical Process) cube 418, and finally the aggregated data and
statistically calculated information is provided for reporting,
cross-tabulation, and automated alerting 520.

FIG. 6 is a diagram showing general operation of a system
for monitoring application-related and platform-related
activity in a distributed computing network 600, according to
an exemplary embodiment of the present invention.

As shown in FIG. 6, an exemplary system 620 monitors
application-related activity and platform-related activity,
such as access by associates to specified secure data and
performance of specified activities and interfacing by cus-
tomers with business platform applications in a distributed
computing network 600. The system 620 includes a recorder
602 for recording information indicative of the occurrence of
an application-related activity such as access to specified
application-related data or performance of specified activities
for a plurality employees/associates 608 performing the
activities via one of the exemplary systems 610-616, such as
laptop 610, server 612, workstation 614 and/or mainframe
616. In addition, recorder 602 can record information indica-
tive of the occurrence of a platform-related activity such as
interfacing by a customer 608 with a business platform appli-
cation via one of the exemplary systems 610-616, such as
laptop 610, server 612, workstation 614 and/or mainframe
616. The system provides a storage unit 622 for retaining
monitored occurrences of application-related activities and/
or platform-related activities and an analyzer 604 for analyz-
ing the application-related activity and/or platform-related
activities. Further, the system may include a notifier 610 for
generating a real-time notification/alarm 606 and/or histori-
cal report(s) 624.

Thus, methods, apparatus, systems and computer program
products described above positively determine that a cus-
tomer interfacing with one business platform application
using a platform-specific customer identifier is the same cus-
tomer that is interfacing with another business platform appli-
cation using another platform-specific customer identifier.
Once the positive determination of same customer is made, a
federated identifier key is generated and applied to all of the
platforms, so as to globally identify the customer across mul-
tiple enterprise-wide platforms. As such, the present inven-
tion eliminates the labor-intensive need to manually analyze
customer data to determine if a customer interfacing with one
platform is the same customer interfacing with another plat-
form.
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While the foregoing disclosure discusses illustrative
embodiments, it should be noted that various changes and
modifications could be made herein without departing from
the scope of the described aspects and/or embodiments as
defined by the appended claims. Furthermore, although ele-
ments of the described aspects and/or embodiments may be
described or claimed in the singular, the plural is contem-
plated unless limitation to the singular is explicitly stated.
Additionally, all or a portion of any embodiment may be
utilized with all or a portion of any other embodiment, unless
stated otherwise.

While certain exemplary embodiments have been
described and shown in the accompanying drawings, it is to
be understood that such embodiments are merely illustrative
of and not restrictive on the broad invention, and that this
invention not be limited to the specific constructions and
arrangements shown and described, since various other
changes, combinations, omissions, modifications and substi-
tutions, in addition to those set forth in the above paragraphs,
are possible. Those skilled in the art will appreciate that
various adaptations and modifications of the just described
embodiments can be configured without departing from the
scope and spirit of the invention. Therefore, it is to be under-
stood that, within the scope of the appended claims, the inven-
tion may be practiced other than as specifically described
herein.

What is claimed is:

1. A method for positively identifying customers accessing
a business through multiple business platform applications
using different customer identifiers, the method comprising:

mapping, by a computing device processor, activity-re-

lated data associated with a first business platform appli-
cation to determine a first platform-specific customer
identifier used by a customer to access the first business
platform application;

mapping, by a computing device processor, activity-re-

lated data associated with a second business platform

application to determine a second different platform-

specific customer identifier used by the customer to

access the second business platform application;

determining, by a computing device processor, that the

customer interfacing with the first business platform

application using the first platform-specific customer

identifier is the same as the customer interfacing with the

second business platform application when using the

second different platform-specific customer identifier,

wherein the determination includes,

accessing one or more lookup tables to determine (a) a
first system ofrecord associated with the first business
platform application, (b) a first sequence of lookups to
be performed on the first system of record, (c) a sec-
ond system of record associated with the second busi-
ness platform application, and (d) a second sequence
of lookups to be performed on the second system of
record,

accessing the first system of record based on the first
platform-specific identifier and performing the first
sequence of lookups to identify first data items asso-
ciated with the customer,

accessing the second system of record based on the
second platform-specific identifier and performing
the second sequence of lookups to identify second
data items associated with the customer,

identifying one or more data item matches between the
first data items in the first system of record and the
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second data items in the second system of record,
wherein data item matches include same or similar
data,

applying a weighting factor to each of the one or more
data item matches, wherein the weighting factor is
based on (a) similarity of the data and (b) a signifi-
cance that the data item match may indicate that the
customer interfacing with the first business platform
application is the same customer interfacing with the
second business platform application, and

calculating a total for the weighted one or more data item
matches and comparing, the calculated total for the
weighted one or more data item matches to a prede-
termined threshold to determine if the customer inter-
facing with the first business platform application is
the same customer interfacing with the second busi-
ness platform application;

generating, by a computing device processor, a different

and unique federated identifier for the customer based
on the determination that the customer interfacing with
the first business platform application is the same as the
customer interfacing with the second business platform
application; and

storing, in computing device memory, the federated iden-

tifier for the customer in a plurality of systems of record,
wherein each system of record is associated (a) with the
customer and (b) with a business platform application
provided by the business.

2. The method of claim 1, further comprising collecting, at
a computing device, customer activity data from a plurality of
business interface platforms, wherein each customer activity
datum indicates that a customer has conducted an activity
with one of a plurality of business platform applications and
includes a platform-specific customer identifier that is asso-
ciated with the customer and used to conduct the activity.

3. The method of claim 2, wherein the platform-specific
customer identifiers in the customer activity data is an impe-
tus for determining that the customer interfacing with the first
business platform application is the same as the customer
interfacing with the second business platform application.

4. The method of claim 1, wherein determining further
comprises:

identifying, by a computing device processor, linking data

that links the first platform-specific customer identifier
and the second platform-specific customer identifier;
and

accessing, by a computing device processor, one or more

systems of record associated with business platform
applications based on the linking data to determine that
the customer interfacing with the first business platform
application is the same as the customer interfacing with
the second business platform application.

5. The method of claim 1, further comprising implement-
ing, by a computing device processor, the federated identifier
to access the plurality of systems of record to determine a
plurality of platform-specific customer identifiers associated
with the customer.

6. The method of claim 5, further comprising identifying,
by a computing device processor, business associates that
have previously interfaced with the customer or accounts
associated with the customer based on the determined plural-
ity of platform-specific customer identifiers.

7. An apparatus for positively identifying customers
accessing a business through multiple business platform
applications using different customer identifiers, the appara-
tus comprising:
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a computing platform including one or more processors
and a memory in communication with the processor;

a customer federation module stored in the memory,
executable by at least one of the processors and config-
ured to:
map activity-related data associated with a first business

platform application to determine a first platform-
specific customer identifier used by a customer to
access the first business platform application;
map activity-related data associated with a second busi-
ness platform application to determine a second dif-
ferent platform-specific customer identifier used by
the customer to access the second business platform
application;
determine that the customer interfacing with the first
business platform application using the first platform-
specific customer identifier is the same as the cus-
tomer interfacing with the second business platform
application when using the second different platform-
specific customer identifier by:
accessing one or more lookup tables to determine (a)
a first system of record associated with the first
business platform application, (b) a first sequence
of lookups to be performed on the first system of
record, (c) a second system of record associated
with the second business platform application, and
(d) a second sequence of lookups to be performed
on the second system of record,
accessing the first and second system of record based
on the first and second platform-specific identifiers
and performing the first and second sequence of
lookups to identity first data items associated with
the customer and second data items associated with
the customer,
identifying one or more data item matches between
the first data items in the first system of record and
the second data items in the second system of
record, wherein data item matches include same or
similar data,
applying a weighting factor to each of the one or more
data item matches, wherein the weighting factor is
based on (a) similarity of the data and (b) a signifi-
cance that the data item match may indicate that the
customer interfacing with the first business plat-
form application is the same customer interfacing
with the second business platform application, and
calculating a total for the weighted one or more data
item matches and comparing the calculated total
for the weighted one or more data item matches to
a predetermined threshold to determine if the cus-
tomer interfacing with the first business platform
application is the same customer interfacing with
the second business platform application, and,
based on the determination, generate a different and
unique federated identifier for the customer; and
aplurality of systems of record stored in the memory, each
system of record is associated (a) with the customer and
(b) with a business platform application provided by the
business and configured to receive and store the feder-
ated identifier.

8. The apparatus of claim 7, further comprising an activity
monitoring module stored in the memory, executable by the
processor and configured to monitor and collect customer
activity data from a plurality of business interface platforms,
wherein each customer activity datum indicates that a cus-
tomer has conducted an activity with one of a plurality of
business platform applications and includes a platform-spe-
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cific customer identifier that is associated with the customer
and used to conduct the activity.

9. The apparatus of claim 8, wherein the customer activity
data collected by the activity monitoring module is an impe-
tus for determining that the customer interfacing with the first
business platform application is the same as the customer
interfacing with the second business platform application.

10. The apparatus of claim 7, wherein the customer fed-
eration module is further configured to identify linking data
that links the first platform-specific customer identifier and
the second platform-specific customer identifier and access
one or more systems of record associated with business plat-
form applications based on the linking data to determine that
the customer interfacing with the first business platform
application is the same as the customer interfacing with the
second business platform application.

11. The apparatus of claim 7, further comprising an asso-
ciate-customer connection module stored in the memory,
executable by the processor and configured to implement the
federated identifier to access the plurality of systems of
record to determine a plurality of platform-specific customer
identifiers associated with the customer.

12. The apparatus of claim 11, wherein the associate-cus-
tomer connection module is further configured to identify
business associates that have previously interfaced with the
customer or accounts associated with the customer based on
the determined plurality of platform-specific customer iden-
tifiers.

13. A computer program product including a non-transi-
tory computer-readable medium, the medium comprising:

a first set of codes for causing a computer to:

map activity-related data associated with a first business
platform application to determine a first platform-
specific customer identifier used by a customer to
access the first business platform application,

map activity-related data associated with a second busi-
ness platform application to determine a second dif-
ferent platform-specific customer identifier used by
the customer to access the second business platform
application,

determine that the customer interfacing with the first
business platform application using the first platform-
specific customer identifier is the same as the cus-
tomer interfacing with the second business platform
application when using the second different platform-
specific customer identifier by

(1) accessing one or more lookup tables to determine
(a) a first system of record associated with the first
business platform application, (b) a first sequence
of lookups to be performed on the first system of
record, (c) a second system of record associated
with the second business platform application, and
(d) a second sequence of lookups to be performed
on the second system of record,

(2) accessing the first and second system of record
based on the first and second platform-specific
identifiers and performing the first and second
sequence of lookups to identify first data items
associated with the customer and second data items
associated with the customer,

(3) identifying one or more data item matches
between the first data items in the first system of
record and the second data items in the second
system of record, wherein data item matches
include same or similar data,

(4) applying a weighting factor to each of the one or
more data item matches, wherein the weighting
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factor is based on similarity of the data and a sig-
nificance that the data item match may indicate that
the customer interfacing with the first business
platform application is the same customer interfac-
ing with the second business platform application,
and

(5) calculating a total for the weighted one or more
data item matches and comparing the calculated
total for the weighted one or more data item
matches to a predetermined threshold to determine
if the customer interfacing with the first business
platform application is the same customer interfac-
ing with the second business platform application;

a second set of codes for causing a computer to generate a

different and unique federated identifier for the cus-
tomer based on the determination that the customer
interfacing with the first business platform application is
the same customer interfacing with the second business
platform application; and

a third set of codes for causing a computer to store the

federated identifier for the customer in a plurality of
systems of record, wherein each system of record is
associated with the customer and with a business plat-
form application provided by the business.

14. The computer program product of claim 13, further
comprising a fourth set of instructions for causing a computer
to collect customer activity data from a plurality of business
interface platforms, wherein each customer activity datum
indicates that a customer has conducted an activity with one
of'a plurality of business platform applications and includes a
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platform-specific customer identifier that is associated with
the customer and used to conduct the activity.

15. The computer program product of claim 14, wherein
the platform-specific customer identifiers in the customer
activity data collected by the fourth set of instructions in an
impetus for the first set of instructions to determine that the
customer interfacing with the first business platform applica-
tion is the same as the customer interfacing with the second
business platform application.

16. The computer program product of claim 13, wherein
the first set of codes are further configured to cause the com-
puter to identify linking data that links the first platform-
specific customer identifier and the second platform-specific
customer identifier and access one or more systems of record
associated with business platform applications based on the
linking data to determine that the customer interfacing with
the first business platform application is the same as the
customer interfacing with the second business platform appli-
cation.

17. The computer program product of claim 14, further
comprising a fourth set of codes for causing a computer to
implement the federated identifier to access the plurality of
systems of record to determine a plurality of platform-spe-
cific customer identifiers associated with the customer.

18. The computer program product of claim 17, further
comprising a fifth set of codes for causing a computer to
identify business associates that have previously interfaced
with the customer or accounts associated with the customer
based on the determined plurality of platform-specific cus-
tomer identifiers.



